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9.1 sfdzj ¢ tdzdets? ) dek toesEzlfl ORI € o g dg@C & o
Bsckls dniasjdi@ so 00Oy j Mlse j § d yO.

Clstsls d3j ssH dLo jMmMisjdze COC HolzdzOf tc Qo dzj dz
[ dzw tsB dats 9 dzj dzd W o J Mtser A Cst WWdydd dz
mMdzj ke hdj YO d dzO.
l1tcQoddzs mjBBO:
w = w; 4+ 0;2;0(0,7)0 (777
d dzlsfdtc O d dzs mj B B O:
w = w; — 0;2;0(0,7)0(77F)
4 dzz yO2detsj B dzzy H Od2zd j :
wl = w; + 2,0(0:7)0 (77 F)
s osftesmMkz 5 Mts2C¢tsMmMisd HOdkses fflssC
stedflsts OdzZOdzdIsd¢ HBdyjdz ftese jtodls! oMy
ifmls! oMmi o swdsy dpdzy KGEHP SSTE  dKi N s, -
dzj 2tetsdzso d BROSLING tg®dz s 1 )G d O2zlstsa . 1 Off
Hd=3,L=3N= 100 Z8tcGBLldtoydz & Sdzs yj2. 10 M
sSOC OVw dsBtsoa O OLOCO wodzw jlsmw or ydmdzdlsj c
lemlsy B Ctwdflsts OdzOdzdlsdC O jMmls! sOCOW
JY MddemtesdzedL Jteso Ols! ) Heobkdw Htokzeddzd TF

mdlszoydd:
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Out put (tAH)uti( BQu ¢ Btsdzj dzlsT dzj BB dzso dzW & I

Qut put (A) = Output(B) = Output (E): |
Output (A) = Output(B) [ Output (E): ¢
I G MHj kO . 16ilstsBk tSd BekYOjlshw &)

sO0Cdd3 SBtLOeddlfdsts OdzOdzdIs S By ils s tcjH
BO&s?2 o jtoswisdsmiss & .

rdzv fserhjddy Cttdflsmiss2CtsMmMisd oL B!
Hdzddzr Clsts EojdzdydeOjls MmMhsy dshmis! OlsOSCd
L OlstcOIs" OBtsdzj dzlstseo dzO ted2tindydfde@ds' o dslzd § v @GN
oL dEzsdz § sHtsB dats?2 ) dirfrplistsiydelzs 2v oL d®VHjAsunjw? . N P

1 Jtesdedz’ 2 HtoslstsCtsdz tsBd3j dzO € dzs yj 2 dzj
smdetso Odz  dzO teOL dzd yd d Bj Y HE SHdats 2O tc C
Mddemrtetsded L Oyd J 2 dzj ? to s dzdz' n fn JedsjX . 5 dz s 1 didsts
EmMS stedls! ftesyj M tsB d3j dz0.

] sGtORBARZOY i D gusaBB)jddzO ¢ dzs yORd, )
Mddem tesdzd L Oydd HoeolkzR Hicj st doiOlg tsis OEPsepdz g
dzO© w jJava$ j

1l sfdzj L O EMSCO Mjteo jte® { W stegfvijdsthS fipls C

Cohstes? By ds o0k qess Ok! Stsddyjfse
L dzOyj deq v d dzls j tco OdzO o j mMse 9" BtcOlIs!
Cei WWdydy dzlstse .

1 sz {ktet MedOMds (st tsdz, OB

LOf EMC Ow ftesyd M MuzOM P dzed ? dr® q| 5 datg tgptso ™ 1
C1 WWdydj ddPbe Mpfsde, o ydmdzj dzgdvw or - tsH datsc
slsftcOodzv jIs OBtsdzgj dzskz | 65 ls¢ temd sd3dz0 § OdS
9" nBHWBZBGSE 9o JAMstste©® Mo tsj 2
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Peanmzamnus PaclIpeaciIcHiA KITIOUEH METOIOM CHHXPOHH3AITHH HﬁﬁpOHHBD‘l ceTel
BeeguTe KOMHYMECTEO CEPEITEIX HEAPOHOE: [0
Beegute KonHYeCTEO EXOOHEIX HEHPOHOE: 3

BBE,IHTE MaKCHMAIBHOS 3HAYTCHHE BECOB. 3

:—J.If-[ OOHOBISHHA BECOBEIX KOB@@}D’.‘[I—IEHTOB MOTVT HCIIONBIOBATECA CIEIVEOITHE MPARHTA”

= Ilparno Xedba
AnTH-pagHTe Xedbda
CryuaiHoe 0Ty A IAHHE

AbomenT A
C030aTh BXOAHON MACCHE
C030aTk BECOBLIE KOSHEMNLEHT

AoorerT B
C030aTh BECOBLIE HOSMMULEHTRI

CTNpaEnTL

t d Mk dig$OWROd&z! dzOv flstcOdzd y O.

1 sfdz] gdafwsdz@B sdzj delstsdz 1 o ydmdzj ded2
9" atbHdz | L dzOyjdedw B [ [ Pdzdbdzy B tsa dzdj dL dzC
kSEHO 6 ZOjd L Oftesh) &O fteso jteSlk fdden
fsmr zOj 3 L Oftesh dO sslkzyj dzd PP ( Hads
9 nSHUS? dBOMMde Mcej dzj tedtetso Odadz” 2 dzO dzOYOcC

BbeIX0JHOe 3HAUeHHe a00HeHTa A =-1
BeIX0JHOe 3HAUeHHe a00HeHTa B =-1
Jampoc Ha MPOBEpEY CHHXPOHHOCTH CETeH

Janpoc Ha o0VUIeHHEe CETH
[ToxazaTe BXOIHOH MaccHE

t Mk ddzzfOGE3 ~ 3 feslsts$ 5dz0O.
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tdhiddi 6 dONskzfdajddd hshisswddw Mndd
SftejHjdddgdsects ydndkO dzgj L &j dedz’ & ©0Oo dzF =
10 tedikzdCj 4 §sCOLOd &Otdy' ojMmtser A
ilkj2 OBtdjdsss ¢ d 1, dLsB? EREGEE &
(fsfdzj Hse Olsj dz detsyls: ydmjdz ddzd Bdlstse) dzb

Kirou

{ Ik ddgCOledyr o jfMmor n CmidWdydy dsse
vt f OBBdz] dzlstse ¢ d

akh iMmlse jdzdz" 3 dzi HBMISOISC S HOddZEE B O
M ctotsMmlis oL O(d dzdzts 2 ZOMiste R ¢ df O dtso L dEPdpc tist
stej Bl B3y Hdzv d&OMIstes2C¢d GHds?2 Oter ¢tsi
ZOMistets2 Cd tHds?2 fO0tr (st WWdydjddstse Hok
10 ornBBHAF n dzj 2tesdztse d BHddz MCter Isr 2 Mmdzts
L f tsA. stotstdgy tps@dRdL Gydd OdzetstedIlsd3O o 5L dzd
mMzjHzjls ] CtcOh Ols! J G o ff sdzdz] dzd J . R
Cedlsjtced?2 MmMddemtetsdzdL Oydd, Htsodzj so stcd o !
Odze stedIsds. | L sy dgf Mz Hize P dj JBHARBHT

1. ] sdzdzr 27 Wfgijcd B SEWsH O sy dzO o - tSHT €
ontsHdz J] o9 jCbiter, O or ydmdzj dzdz" j T o BHT 7
mMddzm csdzdL Oydd fted ofMmMjm OnrtSHAZ m 9] CItstcO
BkzHEkls Mtseotf OHOIs' .

2 . RISjJtcOIsdo @zL2C tzsy O fsB MW ) L B dted g
dz sBrtsHdBSE YydmdzO dlsjteOyd?2.
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3. RMftsd Lo QizZfEOs @Pezq j MBOBBdzj dzls ORd ¢

ndLhdzOyd dzd?2 ), orfr ydmdzj dedz" =~ B©ls dzZOB SO 9 M

[ dlsj tOk©O

1 (8&Odiy, 5. 1. 10hdko ddglttstsds
dMmlsj BGOR d Mmikwa / 5. 1.] .1 cs0id@dz: & d
{ OHdts d Mmisw8Mm,. 19909.

2 zdzO@2jte . ) 6d € &ZOH dzOW Ctod st
Odze stedls g , JMAtHA i .lkj Suipdsd -&HO6 20 062].

3 Diffie W, Hellman M.E. New Directions in Cryptograpfy // IEEE
Transactions on Informatiofheory1976:V.IT -2 2 . -P.®44654.

4 So0dzstso OW CiodlfIstsctcOW d v : duid d
sddzddzo, 1 .1. mtstetshi{ dz , ¢1200028 ... s yj 9 O

5 AdLdSO Co0dzsto 52 ddeW stedzsOydd: S
SoO0dzEstso OW Isjdzj f stelsOydw. g Odzlstsasizzj 9

r., CCjtksO ¢., AO2dddzejiO ¢.; Hit. M
] sfilsdzOtc ¢ §3As7, 5 2.0 2 .
6 Kinzel, W. Interacting neural networks and cryptography / W.

Kinzel, 1. Kanter // Advances in Solid State Physics; ed. B. Kram8piinger
Verlag, 20021 4 12 2.

PpSCIsOjoa 0O ¢., REZJIBOjOO [ ., 1020zt
RIAJTIOARI VL OC 01 {10l Bg? 3
srmy ] JL1RR
SsOLORMEOW OCOHJBIdWY IttOdhf stels©O® d Isj dzj
SOLO-MEd2 1 0yYydsdzOdz! dg" 2 Isj ~ded W) MG d 2
O Z@zOIsd &z d2 Isjmdesdzsedud MEd2 Ec
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lojHjldfsmMdzjHdzd] GeBH'™ ojMm! O OCIk O
ftesBdzf BO Gteddzd dzj dedw Co Odzstsor n Isj n dzsdzise
ddeW stedzOyd sdzdzets? B jL 5§ OMmdeshlisd H@P dadzd tzd Is ' Isd)
FectotsL On BJjLBYfOMdesMmisd o RESymdenbecL © s
ZOf cOo dzj dzdzr = Ol OS dO  jteMmMsdzOdz dz § H Odzdz
d Btsdzijj 550 i3 dzdzd sdzetse yJ dztssa juld dZl9 O dzds sdizkz
ZOkzydz s St Isjrdesdzsedy MSdj HtsMisdy j dzd
oL By de" d3 tjh jdedj yddzr n CdzOMMtse Mmdztsy dzj -
da&kd *"dr MbteOljedud Mitsj LdOyjdd d fovdg
sjrdesdzsedw dz, IsOCdds COC CtdflstsatcOW dyyj MS o

]l EeOsvwh jj otjdBY CoOdkstseo OV ddaf stcd3Ols (!
B Mistcts tcOL o do Os hkzs v lsteOMmdz? dzOEZSCd, MoV
Isj r desdzts G d 2 H dzwW tej OdzdL Oydd fteddeydf d Oc
Isi dzj Stsdzdzzdzd € Oydd S O dzls myad@ydzj dEFAN St BQPIls d & O
¢ OdzO dz* fmew L d, CoOdzlstso OW CYIpRWsctcOW d

[ Mdzats o dzOwW. yChipElse @d&lstso ' 7 |y jp sty detiay d 2C 9 O«
JqdzW stedz®@ygdsts WdLdyj ms ow 9 4 dzd yd dz0, n Ot C
fesdmMatsHwhdj o MmdMmisj i §tod dasc 8d dftHig S
o dzj M dad 3 1€ torz| g jddqlg digs Yylsts wMmdeso 52 d daW tstc

C OMMdujMSd?2 Bdl dsyjl donsH 121Dy wu.
] CoOddsttottdd wOMMEsiste, dedd d dgt BochOs dlyj N
MOk j Bdlsr, ktd ¢t SCopOdidstsar j, Ctlstster j,
9 tldzdydj I fjter 7, Bselzls Hdso o] d3j dz
S§tejHjdzj dgdz’ & bicdztse diw ok jdstsctzlish) @®Esy f o jv L O

Bsekls of MiskfOls! dwsdrr, Olssd, {djcChktsd
MstekClsktsr qL o jcRiftcco 5H dzd S 50 qd &
1 od ) oS 5O0C 2 fdhmisjd &syjls Mmdazydls.

fsdzvtcdL Oy dzgzf Istfetzdz ) H o zd3w o BL d3tsy dz" d3d
sO0Cdds sBteOLtsd3, Jjet WdLdyj MSC s bimlstsw dzd
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2l, (ol Jdijjls Ok daE-0da s besas &Gl &z¢ a
0, d kiseHO soOdidsto'” f ajdidnls @o dzw j Is fyw

)= 5 | =l Y

|W}:a|0)+5|1>q-dzq' ) 9jClsste . dZzOyJ

cma” T oo sl wow) kg o §EOE )

Coflsswddj Co Vib©s®iEMEdBPCIsttetsd o Ho ko
0 jChotodtsds flocfistOdniss ] d SSEHO $jSHEE
%O BOLdM' ojChkbtdset §shlsttOdhRao wo dws
OBy s WHT i S dj CMdr § udhdO, Hdv
fdzj HbEeh jj bkfdsed]:
U0+ D, cHljGgi&OyYdY CtdfdCheses fnef
Hor- 10 sBtcOL 2] Is f Otclz Stols tsdzts o 3O dz' dz" R
ZOL " 00 dsr & mshisswdadj df22hr ydmdzdlsj dz dzs e ts
[ ddd d dzdb § tod dzd BOE Is delz dzj o ¥ st telgOHy j dabd

C ZOMduj M sj, ud st Mshlssw ddj®” |
@OR s H dlsfiew daf dmtfigl j e s5Ldydd Hekr € d&OMmdy
[22].

Lit®BilstedyjMSd CoOdidstsear 2 Bdls dzORtsHJL
By yi11e? =12 s8¢0 doj fetsdLrotsHWIsMY dL d&3j toj
OB dzdlskzH' o jtesWisdtsfisj?2 CoOddstsotets MMish
Csdzyd f ydd MmMesmisswddw d WOL"™. uUtSGHO Ho lz
Wstediz 2@ | 6 OS O)

|w.}®|w2> = |tgl|tg!2>:a}f |00:}+a5|01}+ﬁy|10}+ﬁ5|] l}

J Mz yoO4 , CSEHO MmMdMmlsj O MhmissdIs d
s dmr 9 O Ismw ¢cOo¢ Is j dewy tethditts] o tfste tel3fs) algf Hh | dzf
CtsdsB d dzd tc 5 9 O dzdzts 2 mdMmisj d3r otsLOMIsO] Is 1 C
CoOdzssoHftedetFlsPls ¢ fHtotspdzj i3y tyjdzSd € o Oc
ftecdmiklsMmlsekjls d3d yHE CoO@RH{Bo ©3d BdlOB] o
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1 5" SC82 5dMSO o pbrdo izOo § 56 ddOFsg
g B Jdi stedOydsdzdzs? B LY OMdasiisd
CoOdelsso O CwdflssctOdw. [Mmdasody j bkiddd
LOHOYOR fddasjLO® fMs2¢dn ¢ oL &ty datsf
Codflstc Ol dyj S dif  Jaatxg ddgEH . 1) [ 6] .

KpHuITorpadus Ha |

UEIOUMCIIEHHBIX. PEMIETKAX

|| CXeMa 3IEKTPOHHOM IOMIICH |
Mepxms

| |KBaHTOBAA CXeMa IEKTPOHHON
TIOMITHCH

nemopaaui B CMIB

HarmpapieHue

| HICC

|| ayTeHTHMKAINA KBAHTOBOM |
HEGOPMALIMH

t d i Miztse de ZOf tcOQo dzj degdw dMmfdzj Hso Odz

J l osls 5§ t5dzj 1184 dzsmdlsj dzv d3d  d dzW s te
fodzvtcdL tso Odedzr j] ftsH bEedkzOdsd 0, 45, 90,
CoOdastsots?2 WdL S d, . f ekt tc'O4 dzou oy 'te | dizff
StelssetsdzOdz! dgf 7 MisMmissw dad W :

1.jfdzd dL o jMlsdets, Yt Wislstsdz fsdzvtcdL 5o O
StedL sdzls Odz! dzts ;

2fsdzvtedL Oydwy ftH kedzOdsd 45 d 135A.

[HA&ZOCts M HBsMisse jtodztsmis! 8 tslsdzd ydls! 9 jt
sl Wsltdo, fsdzvtedL S0 Odetzgse s f SH k26 dzis o3
qL d3jtoj dzdw WislstsdzO, ftsdvtcdL tso Odzdlzsets f SH &
fsdzv tedL Olstste® M) tsHJdzOS 59 SP 15 drlg 16 jsdzls dats fnis iz dz
1. Clkd tMmtse jdedzsimisd ftsojHjdedv CoOdastsar 7
CoOdzstso 5@ ts cOMmyf tesistc @ ®E dzdz’ SS8EOUBXG, [ 3 ]
Codf sscteOWdY o dOMmlsswh jj otjdkvy OCIkdod
oL OdBsHJ 2Mise ddOsO dndizy dedizr digff dOZzBHHEsiHo SE R
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m H Odzdz" d3q ftotslsts € s dzO CoOdkzlstso tsG 5 tcOMmt t
tcj Ozd D Yo Odzd 58 fteslssCtsdze 1184 (Is0OBC
1. W B3szetsdz! dzf Zi¢c+@dzOdzdL Ols 516

21 JOGsdz0dz! dzr 2icOdeOdzd L Ol tste

3.1 jtolsdC Odz' dzOWi ¢ff| tizH Btz Pl O ;

4. sted L tsdzls Odz! dzOiwed § ts €zt ke if o B jy I W
510 sdzvtedL OydWw {Ywe & Essdsic2pld O ;
6. sdzv tedL Oydw {fige EBeag@z]ssA

l s BOREISOC Y] dBeyil dNMfsd Lss Ok MW H
Slsdzd yBp4 . slse v § t5dzlz yds § fias dzaREpidedsd ) o j 65
fsdkzydls! fmssvdd] SOyHGBER Wsktsdd, o
pjteswisdatsfyls: ¥ BddLC82 € 1 &yl f sz yd
ftoj HiMIsOo dzj dad W dzlz dzj 2 d JdHddedy o ftoslsts
fsdzvtcd L So Odzoztiz ydz" Ho IZBD Y tcO9 dzj dzd W = .

sOBdZd yo 1. 1 jJtoj HOUBBBA dz¥ yO s feslstsC B

o0o0(2y241/0412/,0/011/12/12/0112/0j1/0]1/70
v [ [[al(lalav[v[ula|ulv][][8 \]u
20+ [T+ [T [+ [T [+ +[T T[T [+ [T [T | +]T|+][T[T
3 0(?7141/0?/0/12/0 2?2120, ?20]0]?2]1]|?70
4] + + |1 | + + |+ |1 T |+ T |+ + I
5 a i jaja a |1 |7 ali ali a a
6 1 0 0

7 a a a

8 0 0 1 1 0
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SoOdzlstso OW Is j-deji fos mIOAQPd vdzj L o j Misdese s § ¢
ZzO toOmMmistswdedy ftoed §diitch d tOLHJ dzj dzgdets? @
Hozdw Ctete] MY sfidig dzZs®BE ZOMHduj MS et ¢ Od
CoOdzssoc? ki tpiBBERYEOMMBEIste] ddv MMEds dac

CoOdzlstso 52 Isj stedd ddeW stedz3Oydd. S 9 0dzs ts¢
f dzslsdetsets CwHJtose Odaed v, ftesdmMrHdls ftod &
Is. § . BjL HjtejHOyd Skesdltse (fMmds. tcdfm. 3) .

fdzj HEE M | o3 VvV [sficdBbdl ORI MEY2 MYz o |
CoOdzssosdE MsMmistsw dzd d

l¥) = al0) + b]1)

. GH S DY ddaddsrj Misdz ,  dats e
Edse d
ﬂﬂ‘W=U:

ltod CoOdssos?2 Isjzjfslsoydd Skedlko
fjtejfsOdd & Memssvdd?2 MeLnode §j¥Y grsoc
(005 + (119 / €® d §jttjnod fjter?2 GCkedls [Ist
) sz yOlsj ozt . utshisswddj bejoCkedktets? fMdf

[¥in) = |¥) @ |thoo) = '«;iz (al0) + b|1}) @ (|00) + [11)) =
ﬁ{am} @ (|00) + |11)) + b|1) @ (|00} + |11}‘-}}

[bftOoadlsjd Hj2Mlsokjls dzO Mmotsd He O CL
fior2 Ckedl §OC € dzls togsils ediz ¥2 , fiy of fij ldajj dlas Hov
I 19:

1) = JE (al0) @ (100) + |11)) + b|1) @ (]10) + |01))).
1 sfdzj 1 lstsets BdzO Hftoddzjdewils ¢ §jtcotsd
tojLEzdz sOIsj] yjets MdMmlsjyw® §jtejrtsHdls o M
[} = 5 [a(10) + [1)) @ (00) + [11)) + b(|0) — 1)) ® (|10} + [01))].

sOCdd GBLOLGH, Isjdjfstesoydy ftjHilsC
fittjnOouyd &2 Jdi¥istdOydd. vOC COC, 1
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MewLd, Cli-f0LO dSOCs? Jd¥stdOydd dzj
stsd €5 S dzOmMdyuj MSOw  d dz¥ tstc dgASUpliMe ts o LdRj jHHS
fjtcj HO O] it MistsB N j ded W .
ltesyj M GflsdBOd dscés dLeodj yj ddw

CdzOMmMmduj MSda Mofmisswdd?2, SBtOLEshda iz
" OCIO8 o CoOddssot? Isjstedd ddzW stedkOYdd:

1) fkhjMmlsokjl +WWjClkEeadzml OB ¢ © dzls ®eztiz? 5 O

2) 9 CoOdkstsotd Mmemlsswddd ftedmkzlsmisskz
C OMmMMduiMSs2 d SCoOdstsot? ddW stedsOY(d d ;

3) f 5dzdzO" Ststetej v ydw o CoOdzdstsotds st
COMMdujiMSs2 d SCoOdssoat? Ctetej dzv yd2:

4) fdikzlshle K5jd0 Mipdterj )0 O ¢ stetej dzv ydw
[14].

4‘1 1

|¥) = al0) + b|1) H A~
— i M;

< ~T~ -
O ORI ) d 120 - "
Yoo,) = \/§ :

XA"lg Z‘\'!| L I,Q';)

[Yin) |¥1) l2) lws)
idm. 3 s90dkzsso OV Ma] BO IsjdzJ  sEEESOYdd
CkzedlsO [ 4]

LiHBMsOksS CoOdbssor? IsjdjfselsOoydd L C
oL By desfisd § jtoj HOo Ols! ( dz¥ 5tcd3O G dej tegj rHiPI
Jdt stedsOydd 5 Cd&OMmMduj MSsdz CO0dOdz fow
M stesmis! & Mojlko [4].

1 OC dz8 uj dedd fofig W Lddflzls § defd o dz" a3 tOL @ dIsdJ &
sjoidsdkscd? shsets] Ld&Oyjddj ftdsBtjlOs
L HOdd d qdzls j dedzj S lsk Ozt dzr R f 6t ¢ ts Odzd
fdC ZOHdzs? ddeW sBOsdSd d to§ é3P dzfptdflilss® s 5
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sd ndesztse@ dzZBMbd B J MY J ud dzdv d dzv B teshcigs] sdiadz
ZOdBtSdZj | §OOHBSMOd d fn fswedjdd2 Co0
fsfdzj Hdedj cGEtsH' tetesdde 2 ddzlsjtejf M jydo
fjtcobky ®yjtejH', fjttjHOU] L OkdY @t @azdg B
d CoOdzssotsdlz d keOHdydsdedesdslz. ) tess dzj o
BJLBYOMdesmisd BEREHEI dOBdktscects OCIskzOdz dzj
Msotej ) dzdesflsd o 5B d&ZOMIsd ddz¥ scdkOdL Oydd

Ludls® e OW or h jMCOL Odedefsfp B ~ SHWEHSO J BOL tof
9 dzj Hicj dzd j Zyj B dz' n Cztemtse , ¢ O¢ ¢ s o 0Odzls
sjhidsdscd?2 o dd¥stekOydedds? BjL Y OfNds
Cso0Odkzlssar | SOOI MeawrLde, ¢ [Mmdesor Isj tstec
CsoOdzstso OF Ctoaff EOGBEOR d veds O dzlsfis o § B d of dajsg jiock
EsfmMkzH OtcMmlse j dedetsets W ddzOdemdtctso Odad v . 1 dzd |
Cktemtseo f L o tsdfvfiffiisdzjen 510 Olisydits MS d= EZdzd e j tefyd
zujBdesdz sy mmy Mot dijdedz” § Isj dzHj dzydec
tojh jdedd fdztsy dz' 7 S soddopsEc  Hndsws O dz' L OH (
ptsflstcj Btso Odedzr 7 tor deS tsds M j yd ®ezg it o dac
d dz% stc 30y d s dadats 2 BJLESfOMmMdesmisd O ML HC
CdBjtBjL s OMdzsmisd ftedojHjl emlsk tj2Isc
OC OH JIBNE] vdzdo.j efdlsj lstse

[ disj tcOlskztcO
1. cOMMOte, . dtso tejidfj.dzdz@W[ [Crid df s & 6AtOPJOVW. .

2. http://lwww.computerra.ru/60709/emergitech/

3 sdzdtsad. iedlf ssctcOW¥ dud MS dg deWlig isds@ vy d d .ON d s
mOB Otesoa MG, 2008

4.1 oz dzt wdztseo |1 . R. s 9lOdis'sod®ws: WeR{UsHC.Q J v, 201
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6. http://www.itsec.ru

7. http://sctarticle.ru

8.f OMmdzj deded S 50, [ . [ . g tegkhddrsaslio/gdudhal.colf Mo tSE
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Abstract

A block encryption algorithms AB3DEA 16i 2 and AESRFWKIDEALGI 2
based on a network IDEA18 and RFWKIDEA162. In the encryption algorithm
AESI'IDEA16i12 as a round function are chosen transformation $igsg),
ShiftRows(), MixColumns(), AddRoundKey() and in the encryption algorithmiAES
RFWKIDEA16i/2 as a round function are chosen transformation SubBytes(),
ShiftRows(), MixColumns is developed. The length of the block encryption
algorithm is 512 bits, thaumber of rounds is 10, 12, 14 and key length varies from
256 bits to 1024 bits in steps of 128 bits.

Introduction

In September 1997 the National Institute of Standards and Technology (NIST)
issued a public call for proposals for a new block cipher to succeed the Data
Encryption Standard (DES). Out of 15 submitted algorithms the Rijndael cipher by
Daemen and Rijmen [ljvas chosen to become the new Advanced Encryption
Standard (AES) in November 2001 [2]. The Advanced Encryption Standard is a
block cipher with a fixed block length of 128 bits. It supports three different key
lengths: 128 bits, 192 bits, and 256 bits. ptng a 128bit block means
transforming it inn rounds into a 128%it output block. The number of rounas
depends on the key lengthh= 10 for 128 bit keysn = 12 for 192 bit keys, and =
14 for 256 bit keys. The 16 byte input blodk, (1, € , t.) which is transformed

during encryption is usually written as a 4x4 byte matrix, the called ${&&
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The structure of each round of AES can be reduced to four basic transformations
occurring to the elements of tistate Each round consists in applying successively
to the State the SubByte§, ShiftRowg), MixColumng) and AddRoundKef)
transformations. The first round does the same with an extra AddRouf)di{dke
beginning whereas the last round excludes the MixCol(ntrassformation.

The SubBytes()transformation is a nonlinear byte substitution that operates
independently on each byte of tBéateusing a substitution table (Box). Figure 1

illustrates theSubBytes(Yransformation on th8tate

| G|t |t $S|S|S | %
Ll |t | by =y Sbox =S |S|S | S
Lt b te S | S | So| Se
Lttt S | S | S| Ss

Figure 1.SubBytes(Yransformation

In the ShiftRows () transformationoperates on the rows of thetate it
cyclically shifts the bytes in each row by a certain offset. For AES, the first row is left
unchanged. Each byte of the second row is shifted one to the left. Similarly, the third
and fourth rows are shifted by offsets of two and three respectiffgyre 2

illustrates theshiftRows()transformation.

S | S |S | S |[—— cyclicallyshis, |s,|s, |s.,
s | s | S | s |—=—=> cyclically S, | S5 | Sw | S
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S S S Ss I::> CyCIICa"y S'3 S'7 S|11 Sl15
Figure 2.ShiftRows()transformation.

The MixColumns() transformation operates on tl&tate columri byi column,
treating each column as a fotarm polynomial. The columns are considered as
polynomials over GFE{) and multiplied modulox +1 with a fixed polynomiala(x),
given bya(x)=3x* +x* +x+2. Let p=a(xAs':

&p, o 0203010185, o
é u é v, U
ép4i+1g: 2:0102 0301@@34“1 L:J, i = 0_3
p,..4 €01010203%s, .U
e U € w, u
ePsi.sl @3010102@4”3@

As a result of this multiplication, the four bytes in a column are replagethe
following:

Vs =({02 7s,)A {03 7s,..)AS, As,.,

Yau =S,A{02 Ts,.,)A ({03 1s,..)As,.,

Yiro =S4AS,.A{0Z TS,.,) A {03 TS,.,)

Yia = (03 118,) A S,,AS,.,A{02Z TS,.,) -

Figure 3 illustrates th®lixColumns()transformation.

Ss | S Po | P | B | P,

s S, S, —> MixColumns() —> P, Ps Ps Pis
Sis P Ps Pio | Pua

'7 S'l 1 Sll 5 p3 p7 pl 1 pl 5

Figure 3.MixColumns()transformation.

In the AddRoundKey()transformation, a round key is added to 8tateby a
simple bitwise XOR operation.Figure 4 illustrates the AddRoundKey()

transformation.

Po | Ps| Ps | P Ko | Ko | Kg | Ky Po | P.| P | Py
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pl p5 p9 p13 .. kl k5 k9 k13 pll p'S plg pI13
A =

P, | Ps | Po| Pu kK, | ke | ki | ki P, | Ps | Pu | Pu

P | Pr| Pl P ki | k; | ky | K Py | P, | Pu| Pis

Figure4. AddRoundKey) transformation

Description of networks IDEAT&® and RFWKIDEAL162 is given in [7, 10]
and similarly as in the Feistel network, while encryption and decryption the same
algorithm is usid. The network used twaund function, having four input and output
blocks and as a round function use any transformation.

Using  SubBytes(), ShiftRows(), MixColumns(), = AddRoundKey()
transformation of encryption algorithm AES as a round function networks IDEA8
[5], RFWKIDEASi 1 [5], PES81 [6], RFWKPES81 [7], IDEA16i 1 [8], created
encryption algorithms AESDEASi 1 [9], AES RFWKIDEASi 1 [10], AES PESS
1 [11], AES RFWKPES81 [12], AES IDEA16i 1 [13].

In this article, developed a new block encryption algorithms IAEEA16i 2
andAESI RFWKIDEAL6i 2 based networks IDEALI@ and RFWKIDEA162 using
transformation of the encryption algorithm AES. The block length of encryption
algorithm is 1024 bits, the number of rounds is 10, 12, 14 and key length is variable
and varies from 256 bits th024 bits in steps 128 bits, i.e. key length is 256, 384,
512, 640, 768, 896 and 1024 bits.

The structure of the encryption algorithm AES IDEA167 2

In the encryption algorithm AHIDEA16i2 as a round function used
SubBytes(), ShiftRows(), MixColumns(), A&oundKey() transformation of
encryption algorithm AES. The scheme rafrounded encryption algorithm AES
IDEA16i 2 shown in Figure 5 and the length of the subblogks x, &, the

length of the round Keys,, ., Kiyus «os Kigyass i =1.0+1, Koo Kooy ey Koy 1S 32

bits. A length of round keys,,, .., K. i =1.n IS 128 bits.
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Fig. 5. The structure of th#& rounded encryption algorithm AESDEAL16I 2

Consider the round function of the encryption algorithm ABE&A16i 2. First,

32i bit subblocksre, 1, ..., 77 is divided into 8 bit subblocksg, t’, ..., t> andt, t,
., t., as follows:t° =sh,.,(T**), t" =sh,..(T™**), i=0..15. Here diV integer part of the

division, modremainder of the division andsh(X)=xx..x, sh(X)=xXX..X,

SB(X) = XX %5, SB(X)=%X%.-%,, X=%X..%,. AS elements of the arréBtatethe first
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round function selected, t’, ..., t%., as well as the second round function selected
t, ..., tt,. Then performed SubBytes(), ShiftRows(), MixColumns(), AddRoundKey()

transformation. In the AddRoundKey() transformation 128 bit keys are divided into

32 blt key81 I'e'Klja(u-1>+161 K1j8(|-1)+17l 1:03 Here K18(|-1)+1e=K105(|-1)+16||K118(|-1)+1e||K128(|-1)+16||Kfa|-1)+1sl
Kigr = Koyoar | Kioor [ IK s K200, - THE €lements of the array of keys the first round
function k2, k/?, &', and second round functiokf, k;, &/, is calculated as

follows: k" =sh, . (Ki%.), Kk =sh . (K%.), i=0.15. After AddRoundKey()

transformation 8 bit output valuesrabined and will receive eight 32 bit subblogk
Y, ..., Y. Hereve, vt, v2, v*T output value from the first round functiow, v, v°, v'i

output value from the second round function arnelp?'||p?|1p 1P, Y= pd'[1p%11pd1pS"

—_ ' ' 6

v Y = plipe e ety A= Pl e llen ey Y= pllec ez ey Yo =pilipsTlpslIpe s YO =
Pa'l1Ps 1Pl P s Y = PP P Ps
The S boxes of SubBytes() transformation is given in Table 1 and 2 and the
only nonlinear transformation. The length of the input and output blocksbafx8s
Is equal to eight bits. The firsti Box usedn the first round function and the second

Si box used in the second round function.

Table 1. The first ®ox encryption algorithm AEIDEA16i 2

Ox0 |Ox1 |Ox2 |0x3 |0Ox4 |Ox5 [0x6 |0x7 |Ox8 |0x9 |OxA |0OxB |0xC|0xD |OXE [OxF

Ox |0x0 |0x4 |0x0 |OxF |Ox9 |OxA |OXF |Ox5 |OxA|0x9 |0x5 |OxB |0x6 |OxA [0x3 [0x4
olx1r B 4 D A 9 8 |2 |7 € 0O |C |13 4 6 11

Ox |0x4 |OxF|OxA |0Ox0 |Ox3|0x7 |0x7 |0x3|0xC|0x4 |OxD |0x6 |OxF|0x2 |0x1 [Ox4
i1 C 1 B [E 2 5 |lA 8 5 3 B |7 |[E 8 |0 |6

Ox [0x9 |0Ox8 |0xE |0x0 [0x5 |0xB |0x8 [0xB|0xF |[Ox6 |0x7 |0x7 |OxF |OxB |OXE |0x9
2 B 4 0O O 4 9 [E [F 6 D |8 D |7 |A |2 |9

Ox |0x8 |0xF|0Ox1 |OxA |0x2 |OxF |OXC|0x0 |0x6 |Ox2 |0x5 |[OXxC |0x2|0x4 |0x8 [OxA
388 0 4 1 5 4 D D F F |3 [E |13 |5 |[F |6

Ox |0x3 |0xB|0x0 |0x8 |0xC|0xB [0x9 |0x7 |0x3 |OXE |OXE |[OxC |0x1 |0x8 [OXE |Ox0
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OxA

OxC

0x0

OxF

Ox0

0x5

Ox4

OxD

OxE

0x8

Ox1

0x8

0x5

0x0

0x

OxA

0x3

0xB

0x6

0x3

0x9

0x6

0Ox4

0x8

OxE

0x4

OxC

0x2

0OxC

0x6

Ox7

Table 2. The second Box encryption algorithm AESDEAL6i 2

0x0

Oox1

0x2

0x3

0x4

Ox5

0x6

Ox7

0x8

0x9

OxA

OxB

OxC

OxD

OxE

OxF

Ox

OxF

OxD

OxE

0x0
1

0x9
5

0Ox5
7

Ox1
A

OxB
1

Ox6
B

0x8
8

0OxB
5

0x0
E

Ox7
7

0x6
D

0x2
3

OxF
5

0x

0OxC

0x3

0x5

0OxC

0x3

0x2

Ox1

Ox1

OxE

OxF

0x9

0Ox6

0x0

0x5

0OxB

OxE




47

Ox

0x9

OxE

Ox7

OxF

OxA

Ox1

OxC

Ox0

Ox2

0Ox4

Ox1

0x0

0x2

Ox1

Ox7

0x9

0x

0OxD

0x3

OxA

Ox7

0Ox6

0Ox2

0OxC

0OxC

0Ox4

Ox4

OxB

OxC

Ox7

OxE

0OxC

0x6

Ox

0x2

0x2

OxD

OxE

OxF

Ox0

0OxB

Ox1

Ox1

0x5

Ox7

OxD

0x8

OxD

0x4

OxF

Ox

0x0

OxA

0x9

0OxB

0x3

OxF

0x5

OxA

Ox4

OxD

0x2

OxD

OxE

0x2

0x3

0x9

0x

OxB

0x3

0x3

0x2

0x5

0x3

OxF

OxE

0x9

OxA

Ox1

Ox4

0x9

0x8

0x9

OxB

0x

0x8

0x8

0OxC

0OxC

0x6

Ox1

0OxC

0Ox4

OxA

0x8

0x9

0x2

OxC

0x6

0x8

0x3

Ox

Ox1

Ox7

0Ox5

OxA

OxE

0x3

0x8

Ox1

OxA

OxC

0x5

0x9

0x2

0x6

Ox7

OxA

0x

0x6

OxA

0xB

0x5

0xB

Ox1

OxE

Ox1

0x0

0x2

OxE

0x8

OxD

OxF

OxA

0x8

0x

0x4

OxE

Ox4

OxB

Ox7

0x5

Ox7

Ox7

0x6

0x2

OxF

OxE

OxF

OxB

0x0

0x8

Ox

0x9

0Ox4

0OxB

0x9

Ox4

OxE

OxA

OxA

0x8

0x5

0x5

0x6

0x3

Ox1

Ox7

0x3

0x

0x6

0x9

0x6

0x5

0x2

OxD

0x0

0Ox2

OxE

0x4

Ox7

OxB

OxF

OxB

0x8

0x9

0x

0x3

0x0

Ox1

OxA

0x6

0x0

0OxD

OxF

Ox7

0x3

Ox4

OxF

Ox7

OxF

0x3

0x8

0x

0x5

OxB

0Ox4

OxD

OxD

0x0

OxD

OxA

OxD

OxA

0x6

OxF

0x8

OxC

0x9

OxC

Ox

0x5

Ox0

Ox0

0Ox6

0x3

0x8

0x4

OxC

OxD

0x5

OxC

OxE

0Ox4

OxD

Ox7

0x0
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Consider encryption process of encryption algorithm AB&AL6I 2. First,
512 bit block of plaintextx is partitioned into 3bit subblocksx:, x:, € , x* and

the following steps are performed:

1. subblocks x°, x:, é, x@ are summed to XOR with the
corresponding round Keys,,..., Kiys oooy Kigays Xo=X A K, .0y i =0..15.
2. subblocksx?, x:, & , x multiplied and summarized to the same
round KeySK,, ., Kiyar - Kigwas @and calculatedr,, 7, ..., T, as follows
Ty = (K71 + Koy ) A (XE, K ye) T, = (X K ) A (X + K g )
= (X2 + Ky o) A (XL Ko iyno) T, = (X7, Koy ays) A (X + Kigiyad)
= (X2 + K a) A (X Ko yno) Ty = (X2, WKiygys) A (X +Kigipyas) 5

To = (X7, + Ko pes) A (X Ky yaa) s T =X Ko ) A X + K g ys) =10

3. subblocksrT,, T, ..., T,, written in two arrays State and performed
SubBytes(), ShiftRows(), MixColumns(), AddRoundKey() transformation.
After the transformation 32 bit subblocks v, ..., v is obtained

4, subblocks v, v, .., vy are summed to XOR with the
corresponding subblocks, i.e. x/, =x),AY, , XF =X AY,, , j=0.7, i=1.

5. a theendof roundexceptsubblocksx® and x:¢ all subblocks will
be swapped; =x/, j=1.14, i=1.

6. repeating stepsi® n times, i.e., i =2..n, the 32bit subblocks’,
X, & is obtained

7. in the output transformation round keys,, K., .- Kg.. are

multiplied and summed with the corresponding subblocks=x°+k,,

1 14 A 2 13 3 12 A 4 11 5 10 A

Xn+1 - Xn O(lawl’ Xn+1 - Xn + K1m+2! Xn+1 - Xn O(1m+3 ’ Xn+1 - Xn + K1m+4 ’ Xn+1 Xn O(laws 1
6 9 7 8 A 8 7 A 9 6 10

Xn+1 - Xn + Klan+61 Xn+1 - Xn O<181+7’ Xn+1 - Xn O<13q+8! Xn+1 - Xn + K181+9’ Xn+1 =X; O(lamol

11 _ 12 _ 13 14 _ 15 15
xn+1 x +K131+111 xn+1 x O(1m+121 xn+l_x +K1m+13l xn+1 X O<1a1+14l xn+1_x +K1m+15'
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8. subblocks x°,, x: éx;s are summed to XOR with the

n+l

corresponding round Keys,, .., Ko - Kigirt Xl =X AKg s j=0.15. AS

ciphertext plaintext x are accepted combining 32bit $blbocks

Xoa X 11X

Key generation encryption algorithm AES IDEA167T 2

In the i round encryption algorithm AEIDEALG6I 2 each round are applied 16
round keys length of 32 bits, two key length of 128 bits armliput transformation
16 round keys length of 32 bits. Besides, before the first round and after output
transformation applied 16 round keys length of 32 bits. Total numbeii bft32und
keys equal to 116+48 and 12Bbit round key equal tor2 If 128 bit round keys
convert to four 3Bbit key, the total number of 32 bit keys equal ta248. When
encryption in Figure 5 instead used encryption round keys, when decryption
decryption round keys:.

When generating round key like encryption algorithm AES are used array
Rcon: Rcon=pPx00000@1, 0000002, 0X00000@4, 0x00000®8, 00000000,
0x000000, 000000@0, 000000@0, 0x00000100, 0x00000200, 0x00000400,
0x00000800, 0x00001000, 0x0000200m00004000, 0x00008000, 0x00010000,
0x00020000, 0x00040000, 0x00080000, 0x00100000, 0x00200000, 0x00400000,
0x00800000, 0x01000000, 0x02000000, 0x04000000, 0x08000000, 0x10000000,
0x20000000, 0x40000000, 0x80000000

The key of encryption algorithm length! (256¢1 ¢1024) bit is divided into 32
bit round keysk:, K¢,..., K&, Lenght=1/32, L H J Rk K,k }, KE={k.k;,...k;}

chl :{kazvkasv"'kes} LR Kfengh{l ={k|»32’k|-311"'k|-1} and K= Kgl ”ch ””Kfenghil Then CaICU|ated
K =KSAKFALAKE .. If K =0 then ask, selected OXC5C31537.J. K, =0xC5C3153..
When generating a round keygc, i=Lenght.24n+47 used SubBytes32() and

RotWord32() transformation, here SubBytesB&gnsformation 3bit subblock in
the Sblock, i.e. subBytes2(X) =S (sh(X)) ||S(sh(X)) IS, (s (X)) IS (sh(X)), RotWord32()i
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cyclic shift 32 bit subblock left by 1 bit. Heres, and ST the S boxes, given in the
table 1 and 2. If the conditiongmod3=1, then round keys calculated as
K¢ = SubByte82(KF ,.....) A SubByte82(RotWor®@2(K .. .)) A Reorfi mod3g A K, otherwise
K¢ = SubByte82(K* ...) A SubByte82(K< . ..)AK, . After every generation of round keys
value k, rotated to the left by 1 bit.

Decryption round keys are computed based on encryption round keys and

decryption keys output transformation associated with encryption keys as follows:

(K;Aln' ng‘lnﬂ’ K;:xn»le K;zlln+3' K;zlln+4’ ng‘ln+5’ Kg;{n+6’ Kg;ln+7‘ Kgnvtn+8’ Kg;{n+9' ng‘ln+10‘ K;:;n+11’ Kg&;n+12' K;:‘ln+13’ thvtn+14'
Koans) = (- Kg (KD) T KSL(KS) - KEL(KS) ™ KL (KD T (KG) - Ke L (K) - Ko (K- K,
(KD ™~ K5
In the same manner, decryption keys second, third, &mdind associated with

the encryption keys following:

(thll(i-l) , Kszll(i-1)+1’ K;‘;(i-1)+2v Kil(i-l)ﬁl Kslll(i-l)ul’ K;;t(\-1)+5v Kg;l(i-l)+6’ Kit(i-l)ﬂ’ Kil(i-l)+8’ Kg‘lt(iqygl ngll(i-nuov K;;l(i-l)ﬂlv
Kszll(i-1)+1zv Kil(i-l)ﬂs* ngll(i-l)+14' Kit(i-nus) =(- K;A(n-iﬂ)'(K;A(n-ul)ﬁzl)rl‘- K;‘A(n-w+1)+13‘(K;A(n-iﬂ)ﬂz)rl'_ ch;l(n-i+1)+11'
(KZCIA(n-\+1)+1O)717- KZCIA(n-i+1)+91(KZCIA(n-i+1)+8)711(ch;l(n-i+1)+7)717_ ch;l(n-i+1)+61(K;4(n-|+1)+5)717- KZCIA(n-i+1)+47(chlt(n-i+1)+3)rll
- ch;l(n-|+1)+zv(K2C;1(n.\+1)+1)711' KZC‘A(n-|+1)+15)li :ﬂ

K, =K ,i=0.7,i=2.n

24(i-1)+16+]j 24(n-i)+16+]

Decryption of round key firstound associated a encryption round key as

follows:
(Ko Ky KK KKK K K K Ko K K K K Kis K K = (- K (K)o K
(K;Ana)-l" ch;ln+4v(K§;1n+5)-lr' K;;ln+67(K§;1n+7)-1|(K;An+8)-1|- K;An-*—gl(K;Anﬂ.O)-ll- KZIélnﬂl'(K;An-v»lz)-lV- K:An+13’

c -1 c' c c'
(K24n+14) " K24n+15' K24(n—1)+16’ K24(n—1)+17)

Decryption round keyapplied to the first roundndafter outputransformation

associated with encryption keys as follows;..., =K:, .., » K&sa =KSoue;s j =0..15

Encryption round keys: associated with the keys are as followsxk;,, =Kg,.,,

j=0.15, K¢

18+16

o Ky 11K S 11K, K s = Koo K e | 1K S0 [ IKE In the same

24+19 24+22 24+23 "

—_ c'
- K24

manner, decryption round keys associated with the keys" as follows: k¢, =K¢,,,,

j = O . 151 K1d8+16 = szz‘HlG | |K2dz.i+17 | |K:z.i+18 I |K:A;+19’ K1d8+17 = K:zlhzo | IKZC’;+21 | |K2dzli+22 | IKZC’;+23 "

Structure of an encryption algorithm AESi RFWKIDEA161 2
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Scheme fround encryption algorithm ABRFWKIDEALGI 2 is shown in
Figure 6, and the length of the $blbocks x°, x:, &, the length of the round

KEYS Ky s Kigrnms «or Kigiomss 1 =L.0+1, Kooy Kooy ..oy Ko €qual to 32 bits.

In contrast from the encryption algorithm AHBEALG6I 2 in the encryption
algorithm AES RFWKIDEAL6i 2 as are used in the transformation round function
SubBytes(), ShiftRows(), MixColumns() encryption algorithm AES. Like the
encryption algorithm AESDEA16i 2, in algorithm AES RFWKIDEA16i 2 32 bit
subblocksre, 14, ..., 77 are divided into 8 bit subblocks, t’, ..., t, andt;, t, ..., t..
Then performed transformation SubBytes(), ShiftRows(), MixColumns(). After
transformation MixColumns() get 32 bit subblocks, y:, ..., Y, here y°=

1=— 0 2= 0 3=— 0 1

P 1Ry 1195 11PS s Y= Py 11ps 11pe 11P7s Y*=pg 11Pg 11P 11Phys Y2 = P 1P [1PS 11P5ss Y= pg l1pt 1195 [1Ps
» Y= pg 1P 1ps 117, Y= pg 11Ps 1P 1Py Y7= Pr [1Pis [1Pw | Pis-

The S boxes SubBytes() transformation is given in Table 3 and 4 and the only
nonlinear transformation. The length thie input and output blocks ofi Boxes is
equal to eight bits. The firsti8ox used in the first round function and the secoind S

box used in the second round function.

Table 3 The firstSi block of an encryption algorithhESI RFWKIDEA16i 2

Ox0 |Ox1 [Ox2 |0x3 |Ox4 [OX5 |0Ox6 |0x7 |0Ox8 |0x9 |OxA|0xB |0OxC |0xD |OXE |OxF

Ox |0x1 |OxF |OxF |OxB|0OXE |0x2 |0x5 |OxF |[OxD|0x5 |0x6|0x4 |[OxA |0x8 |0xF|0x2
OF A 4 9 8 4 2 8 O A 9 3 5 9 |0 D

Ox |0x8 |0xD |0xB |0x2 |0xD|0x9 |0xA |0x0 [0x6 |0xB |0x1 |0x8 |OXE |0x8 |0x5 |0x5
i1 0 C 5 3 3 B (7 4 |A |C |2 6 0 |8 |B |7

Ox |0x2 |0x9 |0x9 |0xD|0x4 |OxA|0x4 |0x1 |OxA|0x5 |0x3|0xD |0x6 |OxF |0x0 |0OxB
20 0 8 (7 A 8 (7 A 6 1 6 D [E 1 9 11

Ox |OXF |Ox1 [Ox7 |0x6 |OX2 |Ox3|0x2 [0X7 |OXC|OxF |Ox3|0x7 |0x9 |0Ox0 |0Ox8|0x1
365 4 8 |2 5 (v € A O (2 O |5 |7 |[E |[F |8

Ox |0x6 |0x0 |0x0 |OxC|0x1 |0x8 |OxA |OxF |0x9 |0xD|0x5 |0x5 |OxA [OxA |Ox3 [0x4
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Ox

Ox4

Ox1

0x8

Ox0

0x4

Ox4

OxB

Ox7

OxF

0Ox5

OxC

0x3

0x3

OxA

0Ox4

0x2

0x

0xC

OxE

0x2

0x0

OxD|0x7

OxE

0x9

0x4

OxE

0x6

0OxC

Ox7

0x9

OxD

0OxC

Ox

OxA

OxC

OxE |0x4

0x4

0x3

OxE

OxA

0x2

OxF

Ox1

0x9

Ox1

Ox7

0x3

0x2

Ox

OxC

OxC

0Ox2

0xD|0x0

OxE

0x9

0x5

0x2

0OxB

Ox1

0Ox4

0Ox5

OxE

OxF

0x8

0x

0x2

OxE

0x9

0x8

OxA|0x9

OxA

0x0

Ox7

0x3

0x5

0x6

0x6

OxD

0x8

0OxC

0x

0x9

0x3

0x0

0x5

0x0

Ox1

0x3

0x3

OxB

OxF

OxB

0OxC

Ox7

0x0

OxE

0x5

Ox

OxD

0Ox6

0x9

0OxB

OxA |0Ox6

Ox4

Ox1

0Ox6

OxE

Ox7

0Ox4

0x8

0x6

0x5

0OxB

0x

0xB

0x8

OxE |OxE

0x5

0x6

Ox1

0OxC

OxA

0x5

0OxC

0x6

OxE

OxF

0x3

OxE

0x

0xB

Ox7

0xC|0xB

OxD|0xB

0x9

0x2

OxF

Ox7

0x3

0x8

OxA

0x8

0x8

0x0

Ox

Ox4

0x3

0x9

OxC|0OxC|0x2

0x9

OxD

OxA

0OxB

Ox7

Ox7

OxF

OxD

Ox7

0OxB

0x

Ox7

0x2

OxD|0x1

Ox1

0x0

0x0

Ox1

0x3

0x4

0xD

OxF

0x6

0x0

0x6

0x8

Table 4 The secondi block of an encryption algorith®AESI RFWKIDEAL16i 2

0x0

Ox1

0x2

0x3

0x4

0x5

0Ox6

Ox7

0x8

0x9

OxA

OxB

OxC

OxD

OxE

OxF

Ox

0x8
0

Ox1
B

OxB
9

0x9
7

OxF
C

0x9
A

OxA
E

OxF
B

Ox7
6

0x2
D

0OxB
4

OxD
9

OxD
2

0x9
E

Ox7
8

0x6
9

0x

0x6

0x3

0OxD

0OxC

OxE

Ox7

0x3

0x9

0x2

0x2

0xB

Ox4

Ox7

OxE

0x5

Ox1
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Ox

0x5

Ox6

OxE

0Ox2

0Ox2

OxE

Ox1

0x3

Ox4

0x3

Ox7

0Ox4

OxE

0x0

OxA

Ox1

0x

0OxC

0x9

0oxC

OxA

OxE

0x0

Ox1

0x2

Ox7

0x9

0x5

OxF

0x3

OxF

0xB

OxD

Ox

0x3

OxE

0Ox5

0x8

0Ox5

Ox7

OxC

OxD

OxD

OxD

0x4

0x6

0OxB

0x2

OxE

0Ox6

Ox

0x0

OxC

OxF

Ox6

Ox7

0xB

Ox0

Ox1

Ox4

0OxB

0x9

0OxB

OxC

0x9

OxA

0x8

0x

Ox1

0x0

OxA

0x3

0x0

0x4

0OxC

OxB

0x5

0x5

0x9

OxA

OxB

0x5

0OxC

0OxC

0x

0x6

0Ox6

0xB

0OxC

0x3

OxA

0x6

Ox7

OxF

0x8

0x6

OxA

OxF

0x0

0x2

Ox7

Ox

OxE

OxD

Ox4

0OxB

0Ox2

OxD

0Ox8

Ox7

Ox2

0x5

Ox7

0x8

0x0

0Ox4

0x3

0x8

0x

0x3

0x8

0x2

0x3

Ox1

0x0

0x5

0x4

OxE

OxD

0OxC

OxC

0x5

OxF

0x5

OxB

0x

0x9

Ox1

0x0

0x8

Ox7

OxA

Ox4

0x9

Ox7

OxA

OxF

0x5

0x8

OxB

OxA

OxF

Ox

Ox1

Ox0

OxF

OxC

OxA

OxF

OxF

Ox1

Ox1

OxE

OxA

OxE

OxD

Ox4

0x9

OxE

0x

OxA

0x2

0x9

0x3

0OxD

0x8

OxE

0x4

0x8

OxE

0x0

0x6

Ox1

0x2

OxF

0x2

0x

0x3

0x3

0x3

0x6

OxA

0x4

OxC

OxB

OxE

0x9

0x3

Ox1

0x0

OxC

0x0

Ox1

0x

Ox4

0x8

Ox4

0x2

OxF

OxD

Ox1

0x6

OxF

OxB

OxD

0x5

0x5

0x5

0x6

0x8

Ox

Ox7

Ox0

0x9

Ox0

Ox4

OxC

OxD

0x2

Ox6

0x9

0x8

0Ox6

OxD

0x8

Ox7

OxA
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Consider encryption process in the encryption algorithmiAEWKIDEAL6GI
2. First 512 bit block of plaintext is partitioned into 32 bit stilblock x¢, x:, é

x* and the following steps:

1. subblocksx?, x:, € , x: are summed to XOR with the corresponding round
keys k

roner Kianry voer Kiguas X0=X AK,, .0, 1=0.15.

16n+16+

2.subblocksx?, x:, & , x* multiplied and added to the same round keys ,

Kigipas -1 Kigous @Nd computed,, T,, ..., T, @s fOllOWST, = (X, + K,q ) A (X2 Kig,as) s
T, = (X, OKgya) A (X, + Ko yi) = (X2 + Kigrayo) A (X Kigy o) »

= (X3 Kigrays) A (X + Kigpad) s = (X + Kigea) A (X Kigiya) s
Ty = (X2, W) A X5 + Koy yas) 5 = (X1 + Kigiaye) A (X Ky ya) s

T7 = (XZ1 Ckle(i—l)ﬂ) A (Xi:f + Kle(i—1)+15) ' i =1.
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Fig. 6. The structure afi round encryption algorithrAESI RFWKIDEA16i 2

3. subblocksrT,, T, ..., T, written in two arrays State and performed SubBytes(),

ShiftRows(), MixColumns(), AddRoundKey() transformation. After the
transformation will turn 32 bsubblocksy, v, ..., Y.



